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APP FRAUD CASES ARE GROWING SIGNIFICANTLY IN THE UK

FRAUD TRANSACTION TREND FY ‘21 - FY ‘23 (k#)

4 MAIN TYPES OF PAYMENT FRAUDS

CAGR
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CARD ! AUTHORISED PUSH
i PAYMENT (APP)
Unauthorized i Scams tricking victims into
transactions using stolen ] authorizing payments to
or cloned credit or debit ! fraudsters
cards i
-
REMOTE BANKING CHEQUE

Fraudulent access and
transactions through
online or mobile banking

Altered, forged, or
counterfeit checks used to
steal funds

Il card [ APP (Auth. Push Payment) I Remote banking Cheque
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APP FRAUDS ARE REPLICATING USE CASES TYPICAL OF CARD FRAUDS (AND
SCALING BANK-RAIL SPECIFIC FRAUDS)

FRAUD CATEGORIES TYPICAL OF CARD PAYMENTS (£Min, 2023)

FRAUD CATEGORIES TYPICAL OF APP PAYMENTS (£Min, 2023)
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SCT INSTANT VOLUMES EXPECTED TO GROW ...

AS-IS

Italy: SCTinst vs. TOT. SCT (#min trx, %)

SCT standard 1.324
Il sCTinst
1.044
906

91%

99%
100%

2017 2019 2023

>

Source: elaboration on Global Data, EPC, ECB figures

Data on SCT Instant payments, gathered from: Comitato Pagamenti Italia on October 11

TO-BE (#min trx, %)

1° “Low Adoption” Scenario

Continue with linear progress, achieving slightly
higher growth than today, without ever phasing
out traditional SCTs

2° “STD SCT substitution” Scenario

Continue with linear progress until 2027,
then shift to significant growth due to
limitation of traditional SCTs

3° “Disruptive” Scenario

Significantly accelerate and partially
replace cash, cards, and other non-SCT
payment methods

SCT standard
Il scTinst 1.549 1.730
1.388 5 X
SCTinst
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SCT standard 4.577 !
Il SCTinst
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... TOGETHER WITH FRAUDS?

GIVEN THE SIGNIFICANT
INCREASE IN SCT INST

TRANSACTIONS, AN

EFFECTIVE MANAGEMENT

OF THE RISING VOLUME OF

FRAUDS WILL REQUIRE THE

>

ADOPTION OF BEST-OF-

BREED SOLUTIONS

Source: elaboration on Global Data and PayUK figures (cautelative assumption)

FRAUD ON SCT INSTANT (Values €Min, Volumes #k)
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Il Fraud on SCT Inst (#K)
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Figures are estimates based on 2023 data from UK fraud on Faster Payments (Source Global Data, Pay UK); The 1H 2024 data does not represent the

actual 2024 results but are estimates based on UK data
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WHICH STRATEGIES TO TACKLE THE INCOMING FRAUD WAVE?

ECOSYSTEM COLLABORATION HOLISTIC PAYMENT INTEGRATION

(2 O

i ' Y

0 (s
WORK TOGETHER with INDUSTRY NETWORKS to decrease the CONSOLIDATE CARD and PAYMENT DATA to get a
number of false positives and negatives in fraud detection. By COMPREHENSIVE VIEW of customer transactions. This
REFINING DETECTION models through COLLABORATION, they approach improves the DETECTION of fraudulent ACTIVITIES by
aim to ENHANCE ACCURACY and MINIMIZE DISRUPTIONS to ANALYZING data ACROSS VARIOUS CHANNELS, thereby

CUSTOMERS reducing the risk of missing potential fraud
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