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PAN-EUROPEAN

EBA CLEARING operates services
with users from all across the

Single Euro Payments Area (SEPA)
and provides full pan-European reach
for euro retail payments.

5,210 20.7 billion 71.7 trillion

Annual figures for 2023



RT1 - Taking Instant Payments to the next level
Key points to make instant payments more efficient

RT1

1. Reach
2. Operational Excellence

3. Request to Pay

4. Fraud combatting



The payments environment is changing and fraud
. threats increasing

Fraud is increasing. Our analysis indicates fraud-related recalls in STEP2 SCT and RT1 were above 1 billion EUR in 2023
(increase by 19% vs 2022) and could reach several billions in the years to come.

SEPA credit and instant credit transfer use is growing rapidly.
Transaction volumes on STEP2 SCT and RT1 grew by 7% and 36% in 2023 respectively

PSPs are seeing increasing fraud case rates. Fraudsters are targeting instant payments,
resulting in fraud rates being 6 times higher than for SEPA credit transfers

EU Commission legislative proposal seeks to accelerate the rollout and use of instant payments



FPAD VOP will offer full reach and a very flexible
solution with different options

Overview
Requesting Options for requesting Options for responding PSPs Responding
PSP PSPs PSP
Option 1 (Mar 2024) Option A (Dec 2024)
FPAD
AccountAssessment E l» Reference Name for VOP response
eff
o Option 2 (Dec 2024) / Option B (Dec 2024) N
|I|I|I|I| AccountAssessment + Verification of Payee - » PSP provides Name, FPAD matches |I|I|I|I|
|
PSP Alin \ \I // PSP B in
52/ RT1 \ | / 82/ RT1
\ |/
Option 3 (Mid 2025) \‘-.Jf Option C (Dec 2024)
.“I )
Verification of Payee only — i _{» PSP matches, FPAD routes
/1
Bulk VOP requests \i'\-’ "/
will be Live Mid 2025 ,-"f,"".." \\
|I|I|I|I| Call from outside FPAD - > call to outside FPAD |I|I|III|
PSP C outside PSP D outside
S2/RTH S2/RT1




FPAD to address the multiple challenges faced by
European Payment Service Providers

e N
O Fast moving, changing
fraud Threats
\ J
e ™
O Payments growth,
Regulatory change
\ J
e N
O Operating alone
No common capability
\ J
e ™
O Incomplete view of risk m
\ y,

Need for a centralised fraud detection Fraud detection functionality in EBA
solution CLEARING SEPA payment services
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Options for integrating FPAD into payment
initiation and fraud investigation flows

Paye’r enterg FRUEL er.m_ar_s [PEUITE EEE Fraud prevention Send payment Payment settled
_ Payee’s details and initiates payment
(O
e o
o £
= v/ v/
5 O
32
Account Assessment Transaction Assessment Transaction Investigation
Payee risk assessment and IBAN / Name . S 9
Match Pre-payment risk assessment Post-transaction risk assessment
v enrich patterns v enrich patterns v enrich patterns
Feedback
« Interactive validation of beneficiary account » Pre-payment risk assessment enhances » Post transaction risk assessments
details your own fraud detection controls streamline investigations
» Reduces payment errors and stops fraud » Network view of data provides risk insights » Support your own fraud prevention model
before any payment has been made to beneficiaries and fraud patterns development processes




Example FPAD benefits for Payments Processing
and Fraud Prevention

IBAN / Name Match
Ensure correct creditor details

Creditor Activity

sra Creditor account payment spikes and concentrations
o, A—

EBA CLEARING
3{‘ New Creditor Relationships
Identify new relationships with new accounts
FPAD

Benefits

Known Fraud
Creditor accounts with fraud recalls

Payment Name Mismatches
Mitigates payment redirection fraud




FPAD and VOP Key statistics

FPAD to create friction when needed and avoid it when it is not necessary

55 participants have started to use FPAD since its launch in March 2024
350+ million IBANs with 330M debtor names (KYC reference names) and over 900M creditor names

99 0/0 of all creditor IBANs of STEP2 SCT and RT1 transactions covered by FPAD. FPAD might not have all accounts,

but likely all active accounts in SEPA

350/0 reduction in fraud losses from early adopters in the first 6 months of usage
500/0 of all fraud recalls have a perfect name match and would not have been stopped by a VOP check

1 0 0/0 of all legitimate transactions would fail a VOP name match, PSPs should enrich their anti-fraud tools with

network-based risk indicators
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